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ABSTRACT 

Cyber incidents have evolved from isolated technical breaches into complex 
organizational crises that demand resilient, adaptive leadership. This paper 
reconceptualizes cybersecurity leadership as a specialized extension of crisis 
leadership, grounded in interdisciplinary theory spanning crisis management, 
digital transformation, high reliability organizing, and cyber resilience. It 
introduces two integrated models—the Cyber Crisis Lifecycle and the Cyber 
Leadership Hexagon—to articulate leadership roles across the incident continuum 
and define six core competencies: technical literacy, ethical judgment, digital 
sensemaking, stakeholder coordination, agility under threat, and resilience 
orientation. These models provide a comprehensive framework for understanding 
cyber leadership in environments marked by persistent ambiguity, socio-technical 
complexity, and adversarial threat. This theoretical expansion contributes to the 
emerging literature on digital-era leadership and lays a foundation for future 
empirical validation and cross-cultural application.  

 
INTRODUCTION 

Cybersecurity has become one of the most critical challenges facing organizations in the 21st 
century. Cyberattacks have increased in scale, sophistication, and geopolitical impact, making 
cybersecurity a strategic leadership issue rather than merely a technical function [1]–[3]. 
Threats such as ransomware, supply-chain compromises, AI-enhanced phishing, deepfake-
enabled fraud, and disruptive attacks on industrial control systems have reshaped how 
organizations understand risk, resilience, and leadership [4], [5]. Modern cyber incidents 
exhibit the defining characteristics of crises—including ambiguity, urgency, threat, and 
unpredictability—thereby aligning cybersecurity leadership with crisis leadership theory [6], 
[7].  
 
Recent crises, including the Colonial Pipeline ransomware attack, the SolarWinds supply-chain 
compromise, and the WannaCry/NotPetya global outbreaks, demonstrate how cyber events 
destabilize operations, erode trust, disrupt services, and require cross-functional collaboration 
under extreme uncertainty [8]–[11]. These incidents highlight the necessity of leadership 
capabilities that integrate technical awareness, crisis communication, strategic judgment, and 
resilience planning. If we pursue the Leadership and Cybersecurity as two different fields, one 
can think of in several directions as indicated below viz., leadership crisis and cybersecurity 
focus issues.   



 
 

 
 
 
 
 

10 

Vol. 13, Issue 12, December-2025 Archives of Business Research (ABR) 

Services for Science and Education – United Kingdom 

Within the purview of leadership crisis, more focus on those sensitive and market demanding 
areas of business. Here the focus is solely on required patches for modern leadership 
management; that eventually surface the quality of the organizational business process. On the 
other hand, the cybersecurity focus issues such as networks, applications and cyber physical 
systems; fully concentrate on the information technology support across the organization. The 
proper balancing of these two areas pays a good dividend to the corporate world, in terms of 
productivity, competitiveness and business leadership. As a result, the corporate focus is fine-
tuned towards, cybersecurity leadership.   
 

 
Source: https://greatpeopleinside.com/leadership-crisis/  

 

 
Source: https://www.fortinet.com/resources/cyberglossary/what-is-cybersecurity  

 
At the same time, the argument that cybersecurity leadership belongs within the domain of 
crisis leadership is widely supported in contemporary literature. Scholars note that cyber crises 
display nonlinear escalation, cross-sector spillovers, and systemic vulnerabilities not seen in 
traditional crises [12], [13]. As a result, cyber leadership requires sensemaking under 
incomplete information [14], rapid adaptive decision-making [15], and coordination across 
technical and nontechnical teams [16]. Off late the role of cybersecurity leadership is taken in 
movement in a far different direction as detailed in the below image; more applicable to new 
era corporate world.   

https://greatpeopleinside.com/leadership-crisis/
https://greatpeopleinside.com/leadership-crisis/
https://greatpeopleinside.com/leadership-crisis/
https://www.fortinet.com/resources/cyberglossary/what-is-cybersecurity
https://www.fortinet.com/resources/cyberglossary/what-is-cybersecurity
https://www.fortinet.com/resources/cyberglossary/what-is-cybersecurity
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Source:https://www.linkedin.com/posts/alenizi_cybersecurity-leadership-ciso-

activity7382611424298180608-CNoO/ 

 
This research paper updates and significantly expands earlier conceptual work by synthesizing 
leadership theory, crisis management research, and cybersecurity frameworks from the past 
two decades. The purpose is to provide an academically rigorous model that explains how 
cybersecurity leadership evolves from and diverges from traditional crisis leadership. The 
article contributes to digital-era leadership literature and provides a theoretical foundation for 
future empirical research.  
 

THEORETICAL FOUNDATIONS 
Cybersecurity leadership is grounded in three interrelated domains: leadership theory, crisis 
leadership research, and cybersecurity governance and resilience frameworks. Together, these 
perspectives provide the conceptual scaffolding required to understand how leaders operate 
in environments shaped by uncertainty, adversarial behavior, and socio-technical complexity.  
 
Contemporary Leadership Theories and Their Cyber Relevance  
Modern leadership theories offer valuable insights into the competencies required for cyber 
leadership. Transformational leadership, characterized by vision, inspiration, and intellectual 
stimulation, plays a critical role in fostering security-minded cultures and strengthening 
organizational resilience [17], [18]. Empirical research links transformational behaviors to 
improved cybersecurity awareness and alignment with secure practices [19]. In contrast, 
transactional leadership, grounded in monitoring and compliance reinforcement, aligns closely 
with cybersecurity governance frameworks such as the NIST CSF and ISO 27001, but its rigidity 
limits effectiveness during rapidly evolving cyber incidents [20], [21].  
 
Situational leadership, based on Hersey and Blanchard’s work, highlights the need for style 
flexibility depending on task complexity and team readiness [22]. Cyber incidents often force 
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leaders to shift instantly from collaborative approaches during preparation to authoritative 
decision-making during containment. Similarly, adaptive leadership, rooted in Heifetz’s theory, 
emphasizes mobilizing people to navigate novel, ambiguous challenges—conditions that typify 
zero-day exploits and advanced threat campaigns [23], [24].  
 
Leader–Member Exchange (LMX) theory contributes an interpersonal dimension, 
underscoring the importance of trust and strong leader–follower relationships for early 
anomaly reporting and psychological safety—factors that directly influence detection and 
response effectiveness [25], [26]. Finally, digital leadership extends these theories into the 
technological domain, emphasizing digital fluency, analytics-driven decision-making, and 
organizational agility—capabilities that strongly correlate with cyber governance and incident 
response success [27]–[29].  
 
Crisis Leadership Theories  
Crisis leadership research further enhances understanding of cyber leadership by explaining 
how leaders interpret uncertainty, manage stakeholder expectations, and coordinate high-
stakes decision-making. Situational Crisis Communication Theory (SCCT) provides guidance on 
communication strategies based on perceived responsibility and reputation threats, 
particularly relevant during data breaches and disclosure decisions [30], [31]. Complementing 
SCCT, the Crisis and Emergency Risk Communication (CERC) model frames transparency, 
empathy, and timeliness as critical determinants of stakeholder trust—elements consistently 
shown to influence breach outcomes [32], [33].  
 
High-risk environments also draw on High Reliability Organization (HRO) theory, which 
emphasizes mindfulness, preoccupation with failure, and early anomaly detection—practices 
increasingly adopted by cybersecurity teams [34], [35]. Sensemaking theory, central to Weick’s 
work, explains how leaders construct meaning when confronted with weak or ambiguous 
signals— conditions typical of cyber intrusions [36], [37]. Finally, organizational resilience 
theory highlights the ability to anticipate, absorb, adapt, and recover from disruptions, forming 
the basis for cyber resilience models that integrate resilience with digital risk management 
[38], [39].  
 
Cybersecurity Governance and Leadership Frameworks  
Cybersecurity leadership is also shaped by governance models and applied frameworks. The 
NIST(National Institute of Standard and Technology) Cybersecurity Framework (CSF) 2.0 
articulates leadership responsibilities across identification, protection, detection, response, 
and recovery, formalizing the strategic role of leadership in digital risk oversight [40]. Zero 
Trust Architecture extends these responsibilities by requiring leaders to foster a culture of 
continuous verification and minimal implicit trust across systems [41]. Complementing these, 
cyber resilience models integrate resilience, continuity management, and adaptive learning to 
support dynamic threat environments [42]. The socio-technical nature of cybersecurity is 
reflected in Socio-Technical Systems Theory, which asserts that security outcomes arise from 
interactions among people, processes, technologies, and governance structures [43], [44]. 
Emerging AI-era cyber leadership models highlight additional responsibilities as organizations 
confront adversarial machine learning, deepfake deception, and automated attack ecosystems 
[45].  
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Together, these theoretical streams form the intellectual foundation of contemporary cyber 
leadership, framing it as an interdisciplinary, adaptive, and resilience-oriented practice.  
 

LEADERSHIP STYLES AND CYBER RELEVANCE 
Leadership styles shape how organizations prepare for, detect, respond to, and recover from 
cyber crises. Modern research shows that no single style is sufficient. Effective cyber leadership 
requires fluid style adaptation [46], [47]. Leadership styles play a central role in shaping how 
organizations prepare for, detect, and respond to cyber incidents. Transformational leadership, 
rooted in the work of Bass and Avolio, is frequently associated with the development of strong 
security cultures and resilient organizational mindsets, as transformational leaders inspire 
commitment, articulate a compelling vision, and promote proactive behaviors essential for 
cyber readiness [17], [18]. However, scholars caution that transformational leaders may 
sometimes overlook operational detail, which is problematic in environments requiring precise 
technical awareness.  
 
In contrast, transactional leadership, grounded in Burns’ original formulation, reinforces 
compliance through structured expectations and reward mechanisms. This style aligns 
naturally with cybersecurity standards and governance frameworks, as it promotes adherence 
to policies, controls, and procedural discipline [20]. Yet its rigidity can limit effectiveness during 
rapidly evolving cyber crises when improvisation and adaptive decision-making are required.  
Adaptive leadership, as described by Heifetz, is especially relevant in cyber contexts due to the 
complexity and novelty of emerging threats. Adaptive leaders mobilize individuals to confront 
ambiguous challenges and encourage organizational learning, making this style well suited for 
handling zero-day exploits and dynamic attack vectors [23], [24]. Nevertheless, the cognitive 
and emotional demands associated with adaptive leadership may impose stress on teams 
operating under prolonged uncertainty.  
 
The command style, commonly associated with crisis leadership literature, can be effective 
during the containment phase of a cyber incident, where rapid, authoritative decision-making 
is necessary to limit damage. However, researchers warn that excessive reliance on command 
behavior can erode trust, reduce psychological safety, and suppress the collaborative problem-
solving required in later phases of cyber response [48].  
 
A democratic leadership approach, informed by participation theory, can be beneficial during 
postincident recovery and organizational learning. By involving team members in decision 
processes, democratic leaders promote shared understanding and collective ownership of 
remediation efforts [49]. Yet this participatory approach may hinder timely action during active 
attacks, where delays in decision-making increases risk.  
 
Finally, laissez-faire leadership, characterized by minimal oversight and autonomy, is widely 
regarded as inappropriate in cybersecurity settings. The absence of direction and weak control 
mechanisms associated with laissez-faire behavior can amplify risk exposure, contribute to 
policy violations, and undermine security governance [50].  
 
Taken together, these insights highlight that no single leadership style is sufficient for effective 
cybersecurity leadership. Instead, leaders must dynamically adjust their behaviors to address 
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the technical, temporal, and psychological demands of different phases of the cyber incident 
lifecycle.  
 

COMPARING ORDINARY, CRISIS, AND CYBER LEADERSHIP 
The distinctions among ordinary-time leadership, crisis leadership, and cybersecurity 
leadership are increasingly emphasized in contemporary scholarship, as each context imposes 
fundamentally different cognitive, emotional, and operational demands on leaders. Ordinary-
time leadership is typically associated with predictable routines, long-term planning, 
incremental optimization, and performance-driven management approaches [51]. Leaders in 
stable environments focus on efficiency, workflow consistency, and strategic alignment within 
relatively low-ambiguity decision settings. The temporal rhythms of ordinary leadership 
permit deliberate analysis, structured problem-solving, and gradual implementation of 
improvements.  
 
By contrast, crisis leadership emerges in situations characterized by high levels of uncertainty, 
emotional intensity, and time pressure. Crisis leaders must make rapid decisions based on 
incomplete or conflicting information while maintaining composure and emotional regulation 
under scrutiny from internal and external stakeholders [52]. The literature highlights that crisis 
situations often involve heightened public visibility and elevated expectations for transparency, 
accountability, and decisive action [53]. As a result, crisis leadership requires a unique blend of 
acute sensemaking, adaptive judgment, and communication proficiency across multiple 
channels.  
 
However, cybersecurity leadership represents a qualitatively different form of leadership—one 
that extends the principles of crisis leadership into a domain marked by persistent, invisible, 
and technically complex threats. Cyber incidents often unfold without clear signals, identifiable 
adversaries, or predictable trajectories, making the leadership context significantly more 
ambiguous than traditional crises [54], [55]. Unlike physical crises, where causality and impact 
may be immediately observable, cyber disruptions typically involve latent vulnerabilities, 
cascading system dependencies, and socio-technical interactions that complicate situational 
assessment and response [56], [57]. Cyber leaders must navigate environments where threat 
actors can remain hidden, attack vectors constantly evolve, and organizational boundaries 
extend into cloud infrastructures, vendor ecosystems, and global regulatory landscapes.  
 
Given this complexity, scholars increasingly argue that cybersecurity leadership requires a 
state of “permanent crisis preparedness,” in which leaders sustain heightened vigilance and 
organizational readiness even during periods of apparent stability [58], [59]. This position 
reflects the understanding that cyber risk is continuous rather than episodic, and that the 
transition between “ordinary” and “crisis” states is often indistinguishable in digital contexts. 
Consequently, cyber leadership demands a hybrid capability set—combining the foresight and 
strategic alignment characteristic of ordinary leadership with the rapid sensemaking, ethical 
judgment, and cross functional coordination typical of crisis leadership  
 

CRISIS TYPOLOGIES UPDATED FOR THE CYBER ERA 
Classical crisis typologies traditionally help organizations categorize and anticipate disruptive 
events, but the rise of cyber threats has significantly expanded and reshaped these categories. 
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Contemporary research shows that nearly every conventional crisis type now has a digital 
equivalent, often exhibiting greater speed, complexity, and systemic impact than its traditional 
counterpart.  
 
Economic crises, once associated with market failures or liquidity shocks, now frequently 
manifest as ransomware attacks. These incidents encrypt critical systems, halt operations, and 
generate immediate financial pressure, forcing leaders to make urgent decisions about ransom 
negotiations, continuity planning, and public disclosure under severe time constraints [60], 
[61].  
 
Physical crises—such as fires or infrastructure failures—now find digital parallels in attacks on 
industrial control systems (ICS) and SCADA environments. These cyber-physical incidents 
disrupt energy grids, manufacturing processes, and transportation systems, merging 
technological compromises with physical consequences. Leaders must therefore understand 
cyber-physical interdependencies and coordinate quickly across technical and operational 
teams [62].  
 
Reputational crises, historically linked to misconduct or scandals, are increasingly triggered by 
data breaches and unauthorized disclosures. Given the visibility and emotional intensity of 
privacy violations, these events demand communication strategies aligned with Situational 
Crisis Communication Theory (SCCT) to maintain stakeholder trust and demonstrate 
accountability [31], [63].  
 
Information crises, previously associated with data loss or misinformation, now emerge 
through deliberate data manipulation, credential theft, or supply-chain infiltration. These 
incidents elevate the need for robust verification practices, forensic capabilities, and cross-
functional coordination to maintain data integrity and operational reliability [64].  
 
The psychopathic crisis category, traditionally tied to terrorism or ideologically motivated 
violence, has expanded to include cyberterrorism—digital attacks intended to cause fear, 
disrupt essential services, or convey political messages. Responding effectively requires 
coordinated action with law enforcement, governmental bodies, and international partners 
[65].  
 
Natural disaster crises also have cyber analogues in large-scale cloud outages or cascading 
service failures. Cloud disruptions can affect thousands of organizations simultaneously, 
necessitating integrated resilience and continuity planning that aligns cyber preparedness with 
traditional disaster management frameworks [66].  
 
Finally, human resource crises, typically linked to turnover or internal conflict, now appear as 
insider threats, including sabotage, data theft, and negligent security practices. These crises 
require leadership strategies centered on trust, psychological safety, and ethical culture to 
reduce insider driven vulnerabilities [67].  
 
Collectively, these expanded crisis categories illustrate that cyber crises do not replace 
traditional crises but instead hybridize and magnify them. Each digital counterpart introduces 
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unique leadership challenges, reinforcing the view that cybersecurity leadership represents an 
advanced evolution of crisis leadership—one operating within complex socio-technical 
ecosystems where boundaries between crisis types are increasingly blurred.  
 

CRISIS CATEGORIES AND CYBER APPLICATIONS 
Classical crisis literature categorizes disruptive events into four types—conventional, 
unexpected, intractable, and fundamental—based on predictability, controllability, and 
systemic impact. While these categories remain conceptually sound, the expanding cyber threat 
landscape requires their reinterpretation. Modern cyber incidents increasingly map onto these 
categories in complex and nonlinear ways, revealing patterns of vulnerability and leadership 
challenge that extend far beyond traditional crises.  
 
Conventional crises involve predictable events for which organizations can reasonably prepare. 
In cyber contexts, these include known vulnerabilities, unpatched systems, and widely 
documented attack vectors [68]. Because such threats follow recognizable patterns, leadership 
responses emphasize compliance, prevention, and risk governance. Research suggests that 
transformational and transactional behaviors reinforce strong security cultures and adherence 
to established controls during these routine but important threats [20], [68].  
 
Unexpected crises are characterized by sudden onset and limited warning. In cyberspace, this 
category includes zero-day exploits, advanced social engineering, and AI-enabled phishing 
campaigns that bypass conventional defenses [69]. These incidents demand rapid 
sensemaking, adaptive judgment, and coordinated action under uncertainty—principles 
closely aligned with adaptive leadership and high-reliability organizing [23], [35], [70]. Leaders 
must integrate fragmented information quickly and empower technical teams to make fast, 
informed decisions in fluid threat environments [14].  
 
Intractable crises reflect events that cannot be fully prevented or easily contained due to 
structural complexity or external origins. Recent examples include large-scale supply-chain 
compromises such as the SolarWinds intrusion, where adversaries infiltrated trusted vendors 
and propagated malware across global networks [71]. These incidents highlight the 
interdependence of digital ecosystems and the limitations of organizational boundary controls. 
Effective leadership requires multi-stakeholder coordination, system-level thinking, and 
communication that spans internal teams, vendors, regulators, and international partners—all 
core elements of digital leadership and collaborative governance [29], [44].  
 
Fundamental crises involve existential threats that undermine core systems, societal stability, 
or national security. In the cyber domain, these are exemplified by nation-state attacks 
targeting critical infrastructure sectors such as energy, transportation, and government 
services [72]. Such attacks are designed to destabilize operations, diminish public trust, or 
achieve geopolitical objectives. Because their consequences extend beyond individual 
organizations, leadership must involve national-level coordination, interagency collaboration, 
and alignment with intelligence and defense bodies. Scholars increasingly view cyber 
leadership in these crises as a shared responsibility across government, industry, and civil 
society [12], [72].  
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Taken together, these crisis categories demonstrate that cyber threats are not isolated 
anomalies but structural phenomena spanning the entire crisis spectrum. Each category 
imposes unique demands—from preventive governance to adaptive problem-solving and 
geopolitical coordination. This multidimensional mapping reinforces cybersecurity leadership 
as a distinct and advanced competency, grounded in crisis theory yet situated within complex 
socio-technical ecosystems.  
 

LEADERSHIP QUALITIES FOR CYBERSECURITY 
Effective cybersecurity leadership requires a broader and more sophisticated set of 
competencies than those typically associated with traditional crisis leadership. While crisis 
leaders must demonstrate decisiveness, emotional regulation, and communication skill, cyber 
leaders operate within socio-technical systems characterized by persistent threats, complex 
interdependencies, and heightened ambiguity. Contemporary research identifies several core 
qualities that distinguish cyber leadership as a unique and advanced leadership domain.  
 
A foundational competency is technical literacy, not in the sense of deep engineering expertise 
but as a working understanding of digital architectures, attack vectors, and security controls 
[73]. Leaders with technical literacy interpret threat intelligence more accurately, collaborate 
effectively with cybersecurity specialists, and make informed strategic decisions under 
pressure. Conversely, limited technical understanding is associated with slower response times 
and diminished resilience [54], [73].  
 
Complementing this is digital sensemaking, the capacity to synthesize fragmented or 
ambiguous information into coherent judgments during rapidly evolving incidents [74]. 
Drawing on Weick’s sensemaking theory, digital sensemaking enables leaders to construct 
shared situational awareness even when signals are obscured, incomplete, or intentionally 
manipulated by adversaries [17], [36]. This capability is essential for mobilizing teams quickly 
and aligning decision-making during incidents marked by uncertainty.  
 
Ethical judgment has also become central to cyber leadership, given the complex ethical 
dilemmas surrounding disclosure timing, data privacy, ransomware decisions, and stakeholder 
communication [75]. Ethical lapses—such as obscuring breach details or delaying 
notifications— significantly exacerbate legal and reputational consequences [30], [63]. Leaders 
must therefore balance moral responsibility, regulatory obligations, and organizational 
interests in transparent and principled ways.  
 
Another critical quality is resilience orientation, which reflects an organization’s ability to 
anticipate, absorb, adapt to, and recover from cyber disruptions [76]. Leaders must cultivate 
resilience not as a post-incident activity but as a continuous strategic priority, fostering 
learning cultures, integrating threat intelligence, and building distributed expertise across 
teams [38], [39]. Cyber leadership also depends on fostering psychological safety, enabling 
employees at all levels to report anomalies, disclose errors, and voice concerns without fear of 
punishment [77]. Because early detection often hinges on frontline observations, leaders who 
promote open communication and flatten reporting hierarchies significantly improve 
organizational responsiveness [26], [77].  
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Equally important is legal and regulatory awareness, as cyber incidents are tightly intertwined 
with evolving data protection laws, breach notification requirements, and governance 
standards [78]. Leaders must understand the legal implications of technical decisions and 
integrate legal counsel into crisis planning and real-time response to avoid regulatory penalties 
and reputational harm [31], [78].  
 
Finally, cross-functional communication is essential for cyber crisis coordination. Effective 
leaders translate technical information into accessible language for executives, regulators, and 
the public; align IT, legal, HR, communications, and operational teams; and ensure consistent 
messaging throughout the incident lifecycle [79]. This integrative communication prevents 
fragmentation, reduces confusion, and accelerates response.  
 
Collectively, these competencies demonstrate that cybersecurity leadership requires a 
synthesis of technical understanding, ethical clarity, psychological insight, legal sensitivity, and 
communication skill. Rather than constituting a digital extension of crisis leadership, cyber 
leadership represents a distinct paradigm designed to navigate the dynamic, adversarial, and 
continuously evolving nature of cyber risk.  
 

TRUST COMPONENTS IN CYBER LEADERSHIP 
Trust is one of the most critical elements in cybersecurity leadership, shaping the effectiveness 
of technical controls as well as human judgment, communication, and organizational learning. 
Scholars consistently emphasize that even the most advanced security frameworks fail without 
high levels of trust among leaders, technical teams, employees, and external stakeholders [80]. 
Because cyber incidents unfold under ambiguity and time pressure, trust becomes the 
foundation for coordinated response, honest reporting, and rapid decision-making. A central 
dimension is competence trust, the belief that leaders possess enough technical understanding 
and strategic insight to guide the organization through digital uncertainty [81]. When cyber 
teams trust a leader’s technical credibility, they report anomalies earlier, share weak signals 
more readily, and express greater confidence in incident response decisions [73], [81].  
 
Equally important is communication trust, closely linked to Situational Crisis Communication 
Theory (SCCT). During cyber incidents—where information is incomplete or evolving— 
stakeholders look for clear, timely, and consistent messaging from leaders [30]. Strong 
communication trust limits misinformation and reinforces organizational cohesion, whereas 
delayed or inconsistent disclosure significantly worsens reputational and operational harm 
[31].  
 
Procedural trust reflects confidence in the organization’s systems, governance mechanisms, 
and security controls [82]. Employees who trust that procedures are fair and consistently 
enforced are more likely to follow security policies, escalate concerns, and support governance 
activities. This form of trust is increasingly vital as organizations navigate complex legal and 
regulatory requirements [78], [82].  
 
Cyber leadership also depends on resilience trust, or the shared belief that the organization can 
withstand disruptions and recover effectively [83]. Visible investments in preparedness, 
redundancy, and learning create confidence that the organization can adapt and restore 
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operations quickly. When stakeholders trust in organizational resilience, they experience lower 
anxiety and demonstrate greater cooperation during disruptions [38], [83].  
 
Another essential component is ethical trust, especially relevant in breaches, privacy violations, 
and disclosure decisions. Ethical trust reflects the expectation that leaders will act 
transparently and responsibly when managing sensitive information [84]. Ethical lapses—such 
as withholding material facts—produce lasting reputational damage and weaken internal and 
external confidence in leadership [30], [63].  
 
Finally, the growth of advanced digital tools introduces the need for automated or AI trust—
trust in algorithmic detection systems, machine-learning threat analytics, and automated 
authentication processes [85]. As organizations increasingly rely on AI for threat detection and 
triage, leaders must ensure that employees trust these systems’ accuracy and fairness. Mistrust 
in automation can lead to bypassed tools, misinterpretation of alerts, or resistance to adopting 
critical technologies [45], [85].  
 
Taken together, these dimensions illustrate that cybersecurity leadership operates within an 
ecosystem where technical, interpersonal, ethical, and technological trust intersect. Effective 
cyber leaders must cultivate trust not only in themselves but also in organizational processes 
and technologies, creating the conditions necessary for timely reporting, cohesive response, 
and longterm resilience.  
 

CYBER CRISIS MANAGEMENT PHASES 
Cyber crisis management has matured into a structured discipline supported by globally 
recognized frameworks such as the NIST Cybersecurity Framework (CSF) and ISO 27035.  
 

 
Figure 1: The Cyber Crisis Lifecycle – Five Phases of Leadership Engagement in Cyber Incident 

Management 
 

This diagram illustrates the continuous and cyclical nature of cyber crisis response, including 
preparation, detection, containment, recovery, and learning, based on international standards 
such as NIST and ISO. Unlike linear emergency response models, the cyber crisis lifecycle is 
inherently cyclical and iterative. Cyber incidents often evolve over extended periods, 
requiring constant vigilance and repeated cycles of detection and learning. Leadership plays a 
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distinct role in each phase—from building trust and culture in the preparation stage, to decisive 
command during containment, to transparent recovery and organizational learning that feeds 
future resilience. The model underscores that cyber leadership is not event-driven but 
process-oriented, demanding strategic coordination throughout a continuous lifecycle.  
 
The six competencies outlined in the Cyber Leadership Hexagon Model align with this lifecycle:  

• Resilience Orientation anchors preparation,  
• Digital Sensemaking supports detection,  
• Agility Under Threat guides containment,  
• Stakeholder Coordination enhances recovery,  
• and Ethical Judgment and Technical Literacy permeate all stages.  

 
These models present incident handling as a cyclical process emphasizing preparedness, 
coordinated response, and continuous organizational learning [40]. Scholars stress that cyber 
crises differ from traditional emergencies in their technical complexity, recurrence, long 
duration, and cross-boundary propagation, requiring an integrated approach that blends 
technical controls with strong leadership competencies.  
 
The first phase, preparation, involves establishing governance structures, policies, technical 
defenses, and capabilities needed to anticipate and mitigate threats [40]. Activities such as 
training, vulnerability assessments, red-teaming, and incident response planning significantly 
reduce response time and limit damage during real incidents [40], [73].  
 
Detection focuses on identifying anomalies or unauthorized activity through monitoring tools, 
intrusion detection systems, and employee reporting [86]. Early detection is crucial, as delays 
allow adversaries to deepen access and widen their attack surface [86], [87]. Leadership plays 
a key role in building a culture where employees feel safe reporting suspicious behavior 
without fear of blame [26], [77].  
 
Once an incident is identified, containment aims to isolate affected systems, prevent lateral 
movement, and restrict adversary activity [87]. This phase requires rapid, authoritative 
decisionmaking consistent with crisis leadership principles—decisiveness, clarity under 
pressure, and coordinated communication [52]. Containment often requires collaboration 
across technical teams, operational leaders, and external partners, particularly when critical 
infrastructure or third-party systems are involved [62], [71].  
 
Eradication focuses on removing malicious artifacts, closing vulnerabilities, and eliminating 
adversary access [88]. Actions may include patching, credential resets, and rebuilding 
compromised machines. Although technical in nature, eradication is also a leadership 
challenge, requiring a balance between restoring operations quickly and avoiding premature 
declarations that systems are clean [88], [54].  
 
In the recovery phase, organizations restore normal operations, validate system integrity, and 
ensure secure functionality through rigorous verification testing [89]. Recovery may involve 
phased system reintegration, external stakeholder coordination, and transparent updates to 
customers, regulators, and the public. Research underscores that successful recovery depends 
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not only on technical resilience but also on maintaining stakeholder trust throughout the 
process [83], [84].  
 
The final phase, learning, is widely considered the most important for long-term resilience. 
Learning includes root-cause analysis, post-incident reviews, documentation of lessons, and 
updating response plans [90]. Contemporary research emphasizes that learning must extend 
beyond retrospective analysis to include adversarial simulation, attack emulation, tabletop 
exercises, and integration of threat intelligence, improving adaptability and predictive 
capability [91]. Effective leaders embed learning into strategic planning and organizational 
culture, ensuring each incident strengthens future preparedness rather than exposing repeated 
weaknesses [39].  
 
Together, these phases demonstrate that cyber crisis management is a continuous resilience 
cycle rather than a linear process. Leaders must integrate technical expertise with strategic 
judgment, ethical awareness, and cross-functional communication to address the distinct 
challenges of digital crises.  
 

INTEGRATED CYBER LEADERSHIP MODEL 
The growing complexity of cyber threats has intensified the need for integrated leadership 
models that combine technical, cognitive, relational, and ethical competencies within a 
coherent framework [23], [54], [73]. The Cyber Leadership Hexagon Model responds to this 
need by presenting a multidimensional view of the competencies required across the cyber 
crisis lifecycle.   

 
Figure 2: The Cyber Leadership Hexagon Model – Six Core Competencies for Cyber Crisis 

Leadership 

 
The Cyber Leadership Hexagon Model synthesizes six core competencies critical for navigating 
cyber crisis environments. At its core, Agility Under Threat reflects the need for leaders to adapt 
quickly and improvise under adversarial conditions. Surrounding this are five interlocking 
domains: Digital Sensemaking enables rapid interpretation of ambiguous signals, while 
Technical Literacy ensures informed dialogue with cybersecurity teams. Stakeholder 
Coordination captures the need to align internal teams and external actors, and Ethical 
Judgment anchors leadership behavior in transparency and responsibility. Resilience 
Orientation ensures that the organization treats cyber readiness as a continuous capability, not 
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just post-crisis repair. Together, these elements form a balanced framework for understanding 
and developing effective cyber leadership.  
 
This model offers both a theoretical synthesis and a practical diagnostic tool, useful for guiding 
leadership development programs, maturity assessments, and future empirical research.  
 
Rather than framing cybersecurity as a purely technical function, the model positions cyber 
leadership as a socio-technical discipline grounded in adaptive leadership, crisis 
communication, sensemaking, and resilience theory [14], [30], [38].  
 
At the core of the model is technical literacy, providing leaders with the foundational 
knowledge necessary to interpret threat intelligence, evaluate vulnerabilities, and engage 
effectively with technical teams [73]. This literacy does not require deep engineering mastery 
but enough fluency to understand the implications of cyber risks and make informed strategic 
decisions in dynamic environments.  
 
The second competency, ethical judgment, reflects the heightened ethical responsibilities 
associated with cyber incidents involving sensitive data, privacy, and public trust. Leaders must 
balance transparency with prudence and legal compliance with moral responsibility, shaping 
not only disclosure decisions but also the organization’s culture of accountability and integrity 
[75], [84].  
 
Digital sensemaking, the third dimension, draws from Weick’s theory and refers to the ability 
to synthesize fragmented or ambiguous information into actionable understanding [36], [74]. 
Because cyber incidents often involve unclear signals and rapidly evolving threats, leaders 
must facilitate collective sensemaking across technical and nontechnical teams to maintain 
coherent and decisive action [56].  
 
The fourth competency, resilience orientation, emphasizes an organization’s ongoing capacity 
to anticipate, absorb, adapt, and recover from disruptions. Cyber resilience literature stresses 
embedding resilience within both technological and cultural systems, promoting continuous 
learning, preparedness, and adaptability as everyday practices rather than reactive measures 
[38], [83].  
 
The fifth dimension, stakeholder coordination, reflects the collaborative nature of cyber crisis 
response. Effective cyber leadership requires seamless coordination across internal teams—IT, 
legal, HR, communications—as well as external partners including regulators, industry peers, 
threat intelligence networks, and national security agencies [28], [44]. Leaders must navigate 
these interdependencies with clarity and cross-disciplinary communication.  
 
Finally, agility under threat captures the speed, adaptability, and improvisational capacity 
necessary during active cyber incidents. Leaders must pivot strategies rapidly, reallocate 
resources, and make decisions despite incomplete information, drawing on principles of 
adaptive leadership and high reliability organizing to manage adversarial and nonlinear 
escalation patterns [16], [23], [57], [70].  
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Together, these six competencies form a comprehensive framework supporting the full cyber 
crisis lifecycle—from preparation and detection to containment, eradication, recovery, and 
organizational learning. The Cyber Leadership Hexagon provides both a theoretical foundation 
for understanding cyber leadership and a practical tool for assessing readiness, designing 
development programs, and guiding future research on leadership effectiveness in the digital 
era.  
 

DISCUSSION 
Cybersecurity leadership has emerged as a multidimensional, interdisciplinary field that 
extends far beyond traditional leadership and crisis frameworks. Scholars increasingly argue 
that cyber incidents create a condition of “permanent disruption,” requiring leaders to operate 
under chronic uncertainty, rapid escalation, and adversarial pressure [1], [17], [36]. The 
convergence of crisis leadership theory, digital transformation research, and cyber resilience 
scholarship highlights a leadership environment marked by persistent ambiguity, accelerated 
decision cycles, and heightened ethical and relational demands [7], [23], [38].  
 
A consistent theme in the literature is the need for continuous vigilance. Unlike conventional 
crises with clear beginnings and endings, cyber threats evolve constantly and often remain 
undetected for long periods [12], [34], [40]. This aligns with High Reliability Organization 
(HRO) principles, which emphasize mindfulness, preoccupation with failure, and routine 
anomaly detection [16], [35]. Effective cyber leaders embed these principles into daily 
operations, reframing crisis readiness as a continuous organizational capability rather than an 
episodic response.  
 
As visualized in Figure 1, the Cyber Crisis Lifecycle reflects the iterative and persistent nature 
of cyber incidents. It underscores the importance of maintaining leadership engagement 
throughout all phases—preparation, detection, containment, recovery, and learning. Unlike 
traditional crisis models that focus on event-driven responses, this lifecycle illustrates the 
permanent state of strategic readiness required in the cyber domain.  
 
This strategic continuity is further supported by the Cyber Leadership Hexagon Model (Figure 
2), which identifies six essential competencies: Digital Sensemaking, Technical Literacy, Ethical 
Judgment, Stakeholder Coordination, Resilience Orientation, and Agility Under Threat. These 
competencies are not standalone attributes but operate as an integrated capability set. For 
instance, Digital Sensemaking and Technical Literacy are critical during early detection and 
containment, while Ethical Judgment and Stakeholder Coordination become paramount during 
disclosure and recovery. Resilience Orientation supports long-term adaptation and 
preparedness, and Agility Under Threat enables real-time decision-making across all high-
pressure phases.  
 
The integration of these models addresses a significant gap in the literature: the absence of 
cohesive frameworks linking leadership behavior to the specific and complex demands of cyber 
crises. By bridging the lifecycle of cyber incidents with an applied leadership competency 
framework, this contribution enhances conceptual clarity and provides a foundation for future 
development of leadership assessments, training programs, and organizational readiness tools 
tailored to the digital era.  
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In addition to technical competencies, cyber leadership requires cross-disciplinary 
collaboration, as incidents intersect with legal, communication, financial, human resource, and 
geopolitical domains [20], [28], [57]. This reflects crisis leadership literature that emphasizes 
distributed expertise and shared sensemaking under time constraints [14], [36]. In this context, 
cyber leaders serve as integrators, aligning diverse stakeholders to support coherent and 
accelerated decision making. Ethical decision-making also remains a central concern. Data 
breaches, privacy obligations, and disclosure timing often present ethical dilemmas, 
particularly under conditions of incomplete or conflicting information [30], [33], [75]. The 
opacity of cyber incidents intensifies these challenges, requiring leaders to demonstrate 
transparency, accountability, and moral clarity to preserve stakeholder trust [29], [63].  
 
Building organizational resilience is equally critical. Contemporary studies conceptualize 
resilience not simply as recovery capacity but as a proactive capability encompassing 
anticipation, adaptation, and continuous transformation [38], [39], [83]. Cyber resilience 
frameworks reinforce the importance of integrating threat intelligence, simulation exercises, 
and adaptive control mechanisms into regular operations [40], [42], reframing resilience as a 
strategic priority rather than a reactive process.  
 
Another indispensable competency is technical awareness. Although cyber leaders are not 
expected to be engineers, research shows that technical literacy improves judgment, enables 
productive engagement with cybersecurity professionals, and aligns technical risk with 
broader organizational strategy [54], [73], [74]. A lack of digital fluency often leads to 
misinterpretation of threat intelligence or underestimation of critical vulnerabilities [27], [29].  
Lastly, effective cyber leadership depends on cultivating high-trust environments. Trust is 
foundational for early detection, honest reporting, and transparent communication during 
incidents [26], [34], [80]. Related work on psychological safety shows that when employees feel 
safe from blame, they are more likely to surface weak signals, report anomalies, and contribute 
to organizational learning [77], [82]. tailored to cyber crisis leadership. The competencies 
outlined in the Cyber Leadership Hexagon Model as shown in figure2 are grounded in well-
established leadership and resilience theories. Table 1 maps each competency to its core 
function and theoretical foundation.  
 

Table 1: Cyber Leadership Competencies and Theoretical Foundations 
Competency  What it Enables  Relevant Theory  
Digital Sensemaking  Fast interpretation of ambiguous cyber signals  Weick’s Sensemaking  
Technical Literacy  Strategic engagement with cyber issues  Digital Fluency  
Agility Under Threat  Decision-making under adversarial pressure  Adaptive Leadership  
Stakeholder 
Coordination  

Cross-functional and cross sector alignment  Crisis Communication  

Ethical Judgment  Moral reasoning in disclosure and response  Ethics of Technology  
Resilience Orientation  Anticipate, absorb, adapt, and recover  HRO / Resilience Theory  

 
Beyond theoretical grounding, the competencies of the Cyber Leadership Hexagon can be 
directly mapped onto the phases of the Cyber Crisis Lifecycle  as shown in figure1, offering 
practical guidance for capability development across the full incident timeline as shown in 
table2.  
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Table 2: Mapping Cyber Leadership Competencies to Crisis Lifecycle Phases 
Competency  Lifecycle Phase(s)  Leadership Contribution  

Digital 
Sensemaking  

Detection, Containment  Interprets weak signals, aligns teams on evolving 
threats  

Technical Literacy  Preparation, Detection, 
Containment  

Understands threat intel, validates controls, 
supports real time decision-making  

Agility Under 
Threat  

Containment, Recovery  Enables improvisation, rapid decisions, and 
pivots under pressure  

Stakeholder 
Coordination  

Containment, Recovery, 
Learning  

Aligns legal, HR, IT, comms, and external partners 
for unified response  

Ethical Judgment  Detection, Recovery  Guides transparent disclosure, regulatory 
response, and moral clarity  

Resilience 
Orientation  

Preparation, Learning  Builds long-term adaptability, embeds lessons 
into future operations  

 
Taken together, these competencies demonstrate that cybersecurity leadership is not merely 
an extension of traditional crisis leadership, but a distinct and evolving discipline shaped by 
persistent threats, socio-technical complexity, and adversarial uncertainty. It expands existing 
leadership theory by embedding continuous threat monitoring, organizational agility, and 
ethical governance into everyday practice. Scholars increasingly describe cyber leadership as a 
form of perpetual crisis navigation, in which leaders must continuously manage ambiguity, 
enable distributed learning, and sustain trust across interconnected digital ecosystems [12], 
[23], [58].  
 
Despite increasing scholarly interest, several limitations continue to shape the cybersecurity 
leadership literature and present important avenues for future research. First, empirical 
evidence on cyber leadership behavior remains limited, as most studies rely on conceptual 
arguments or practitioner insights rather than direct, systematic observation of leaders during 
real cyber incidents [12], [54]. Second, leadership responses to emerging AI-driven crises—
including adversarial machine learning, autonomous attack systems, and deepfake-enabled 
deception—are underexplored, despite their growing strategic importance [45], [70]. Third, 
existing research is predominantly Western in focus, leaving significant gaps in understanding 
how cultural, regulatory, and institutional differences influence cyber leadership effectiveness 
in non-Western contexts [28]. Finally, the field lacks validated psychometric instruments 
capable of reliably measuring cyber leadership competencies, limiting theoretical development 
and hindering comparative analysis across sectors and regions [77], [81]. Addressing these 
gaps will require interdisciplinary collaboration, culturally sensitive methodologies, and 
longitudinal research designs that capture the evolving realities of digital-era leadership.  
 

CONCLUSIONS AND FUTURE POSSIBILITIES 
The evolution of cyber threats over the past two decades has fundamentally reshaped 
organizational risk and the expectations placed on leaders. This paper argues that 
cybersecurity leadership represents a distinct and advanced form of crisis leadership—one 
that extends traditional principles into a domain defined by technical complexity, persistent 
adversarial behavior, and deep socio-technical interdependence. Drawing on research from 
crisis management, digital transformation, high-reliability organizing, and cyber resilience, the 
analysis demonstrates that effective cyber leadership requires a unique combination of digital 
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sensemaking, technical literacy, ethical judgment, resilience orientation, and cross-functional 
coordination [14], [38], [54], [73].  
 
Unlike conventional crises, which are episodic and bounded, cyber crises unfold as continuous, 
evolving phenomena that blur the distinction between routine operations and emergency 
response [12], [58]. This continuity demands sustained vigilance, cultures of transparency and 
psychological safety, and a commitment to learning as a permanent strategic activity rather 
than a post-incident exercise [39], [77]. The growing influence of AI-enabled attacks and 
complex supply-chain vulnerabilities further underscores the need for leadership approaches 
that are adaptive, anticipatory, and collaborative across organizational and national boundaries 
[45], [71].  
 
The Cyber Leadership Hexagon Model presented in this paper synthesizes six core 
competencies into an integrated framework that captures the multifaceted demands of cyber 
leadership across the entire crisis lifecycle. This model provides a coherent foundation for 
future academic work and serves as a practical guide for developing leadership capability in 
digitally dependent environments. Ultimately, cybersecurity leadership constitutes a new 
paradigm shaped by the realities of an interconnected and adversarial digital world. As 
organizations continue to operate amid uncertainty, systemic interdependence, and 
accelerating technological change, cyber leadership will be essential for sustaining trust, 
building resilience, and protecting the integrity of modern digital ecosystems.  
 
These contributions offer a conceptual bridge between traditional leadership theories and the 
emerging demands of digital-age crisis management, enabling future scholars and practitioners 
to advance capability frameworks grounded in both theory and application.  
 
Future Research Directions  
This study presents a conceptual synthesis of cybersecurity leadership, integrating crisis 
lifecycle theory with a multidimensional leadership competency model. While the Cyber Crisis 
Lifecycle and Cyber Leadership Hexagon models offer a foundational framework, their 
empirical validation remains a critical next step.  
 

 
Figure 3: Future Research Roadmap: Four Research Trajectories for Advancing Cyber Crisis 

Leadership Models 
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This roadmap outlines four core research trajectories derived from the conceptual framework: 
empirical case validation, leadership assessment tools, cross-cultural comparisons, and 
longitudinal studies. Each path contributes to grounding the theoretical models in diverse 
organizational and geopolitical contexts.  
 
Future research should explore the operationalization of these competencies through 
qualitative and quantitative studies. For instance, case study analyses of leadership behavior 
during realworld cyber incidents could illuminate how these competencies manifest across 
different sectors and crisis intensities.  
 
Additionally, the development of psychometric tools or leadership maturity indices could 
help assess individual and organizational readiness for cyber crisis leadership. Cross-cultural 
comparisons may also reveal differences in ethical norms, communication expectations, and 
governance frameworks that influence cyber leadership approaches. Longitudinal studies 
would be valuable in understanding how leadership responses evolve across the full incident 
lifecycle, particularly during post-incident learning and resilience building. Ultimately, bridging 
theory with practice through empirical research will enhance the robustness and applicability 
of the proposed models in diverse organizational and geopolitical contexts.  
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